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1. O6wue nonosrcenus

Hacrosmee [lonokenue ompenenseT TpeOoBaHUS 1O  00ECIICUCHUIO
0€30macHOCTH aBTOMATU3MPOBAaHHON MH(pOpManmoHHOW cuctembl (mamee - AWC)
JOIITKOJIBHOTO 00pa30BaTebLHOro yupexaeHus (panee — Oneparop).

AUC  mpeacraBmsier coboit  IT-cucremy, mnpegHazHadyeHHYIO IS
aBTOMATHU3AIMH TPOIIECCOB (PopMUpOBaHUS, 00pabOTKH U aHaIM3a WHOOPMAITUU
110 OCHOBHBIM HaIpaBlIieHUsM JesitebHocTu Oneparopa.

OcHoBHBIMH GYHKIIMOHATBHBIMUA BO3MOKHOCTIMU AVIC OniepaTopa sIBISIOTCS:

e (opMupoBaHHME, XpaHCHHE ¥ OOHOBJICHHE CBEJACHUH O CTPYKType
nojpasneneHui, rpynn Oneparopa;

e (dopmupoBaHue, XpaHCHHE ¥ OOHOBJICHHE CBEJACHHA O IIEJAarOTHYCCKOM
COCTaBE M UHBIX COTPYAHUKAX MoapasaeneHuid Oneparopa;

e (opmupoBaHue, XpaHeHHE U OOHOBIIEHHWE CBEICHUNU OO0 WHIMBUIYaJbHBIX
Tu1aHax paboThl MEIaroruuyeckoro COCTaBa;

e (QopmupoBaHue, XpaHEHHE M OOHOBJIICHHE CBEJACHUU 00 ydyeOHOM IUIaHE W
UHBIX T1aHax Oneparopa;

e (QopmupoBaHue, XpaHEHHWE U OOHOBJIEHHUE CBEIACHUH O  Harpy3ke
MeIarOTHIECKOTO COCTABA;

e (opmupoBanue, xpaHeHHUE W OOHOBJICHHE CBEJICHHUM O HAYyYHOHM M Yy4eOHO-
METOIMYECKOW  JuTeparype (METOIUYECKHEe PEKOMEHJAIMU, YydeOHbIe
nocobusi, MoHorpaduu, mNyOJaMKaIlMKU, HWHOE), BKIOYas pa3paboOTKu
Nearoru4eckoro CocTana;

e (opmupoBaHue, XpaHeHHE U OOHOBJICHUE CBEIECHWN O BOCIMUTAHHUKAX U WX
3aKOHHBIX TIPEICTABUTEIISX;

e (QopmupoBaHue, XpaHEHHE UM OOHOBJIEHUE CBEIECHUM O pe3yibTaTax
00pa30BaTeNHLHOTO MPOIIECCa;

e aHanmuTHYecKkas oOpaboTka WH(OpMaIMU O MpPOBEAECHUU O00Pa30BATEIHLHOTO
npoliecca.

B xauecrBe wundopmamum, mnomiexamein 3ammure B AMC Omeparopa,
paccMaTpUBaIOTCA:

® [IEPCOHAJIbHBIE JaHHBIC MMEAATOTMYECKOr0 COCTaBa U UHBIX COTPYIHUKOB;

® [IEPCOHAJIbHBIC JAaHHBIC BOCIIMTAHHUKOB, B TOM YHCIE€ U JaHHbIE 00 HUX
3aKOHHBIX NPEACTABUTENSAX;

® [IEPCOHAJIBHBIE JIAHHBIE COTPYAHUKOB aJIMUHUCTPATUBHO-XO3SUCTBEHHBIX
MOJpa3ACICHUN.

[Tpu obOecrieueHnn 6€30MaCHOCTH MEPCOHABHBIX IAHHBIX B MH(POPMAITMOHHOM
cucteMe Oneparop pPyKOBOACTBYETCS CIEAYIOIIMM: BBIOOp CPEACTB 3allUThl
uH(GOpMAIUK JI1 CUCTEMBI 3alIUThl TIEPCOHANIBHBIX JAHHBIX; OMpe/Ie/IeHne TUIa
yIpo3 0e30MacHOCTU NEPCOHANBHBIX  JTAHHBIX, AKTYaJbHbIX IS
UH(OPMAIIMOHHOW  CHUCTEMbl;  YCTAHOBJIEHHME U  OOecleueHue  YpOBHS
3AIIUIIEHHOCTH TIEPCOHATIBHBIX B HMHGOPMAIIMOHHONW CHUCTEME MPOU3BOIUTCS
OmnepaTopoM B COOTBETCTBUM ¢ TpeOOBaHUSIMU K 3alIUTE MEPCOHAIBHBIX JaHHBIX



npu ux 06pa60TI<e B I/IH(I)OpMaIII/IOHHBIX CUCTCMaX MEPCOHAJIBHBIX JaHHBIX,

yTBEPKAEHHBIX TocTaHoBiIeHueM I[IpaButensctBa PO ot 1 HosiOps 2012 r. N
1119.

OCHOBHBIMHM TpYIIIAMH YI'PO3, Ha MNPOTHUBOCTOSHHE KOTOPHIM HalpaBJECHbI

1eNy U TpeOoBaHus 0€30MaCHOCTH, SIBJISIOTCS:

yIpo3bl, CBSI3aHHBIE C OCYIIECTBIEHWEM HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
(o3HakomyIeHUs) ¢ WMH(OpMaIuen, coaepkailei CBEIEHUSI O MEPCOHAbHBIX
JAaHHBIX PAOOTHUKOB U BOCIIUTAHHUKOB, MPU €€ 00pabOoTKe U XpaHEHUH;
YIPO3bl, CBS3aHHBIC C HECAHKIIMOHMPOBAHHBIM KOIMHMPOBAHUEM (XHUIIICHUEM)
nH(pOpMaIH, coepKalie CBEACHHUS O MEPCOHANBHBIX JaHHBIX PAOOTHHUKOB H
BOCITUTaHHUKOB,

YTPO3bl, CBA3aHHBIC C OCYIIECTBICHHEM JIOCTyNa K HHPOpMAIIUU, COACpIKAIICH
CBEIICHHUS O TIEPCOHAIBHBIX JaHHBIX PAOOTHUKOB W BOCIIUTAHHHUKOB, 0€3
paspenieHus Ha TO ee Biajelblia (CyObeKTa MepCoHaTbHBIX JaHHBIX);

yIpo3bl, CBSI3AHHBIE C HapyUIEHHWEM TMOpsjaKa JocTyna K HH(opMaiuy,
colepxkalie CBEJACHUS O NEPCOHATBHBIX JIAHHBIX pPaOOTHUKOB U
BOCITUTAHHUKOB, MepeAaBaeMOil 3aMHTEPECOBAHHBIM JIUIIAM;

yIpo3bl, CBSI3aHHBIE C MEPEXBaTOM HWH(OpMAINK, cColepKalieid CBEACHUS O
MIEPCOHAIIBHBIX JaHHBIX PaO0OTHUKOB M BOCITUTAHHUKOB, U3 KaHAJIOB MepeIadn
JAHHBIX C MUCTOJB30BAaHUEM CIECIUATH3UPOBAHHBIX TPOTPAMMHO-TEXHUICCKUX
CpPEICTB;

yIpo3bl, CBs3aHHBIE C ToTeped (yTparoi) wuHOpMaIuu, coaepKaien
CBEJIECHHUS O  TMEepPCOHAIbHBIX JaHHBIX PAOOTHUKOB U BOCIHTAHHHUKOB,
BCJIEACTBUE COOEB (OTKA30B) MPOrPaAMMHOTO U almapaTHOro 00ecTeueHus;
YIpO3bl, CBS3aHHBIC C BHEAPCHHEM KOMIIBIOTEPHBIX BHUPYCOB W JPYTrOro
BPEJOHOCHOTO TIPOTPAMMHOTO O0ECTICUCHHS;

yIpo3bl,  CBSI3aHHBIE  C  OCYIIECTBICHHEM  HECAHKIIMOHUPOBAHHBIX
UHGOPMAITMOHHBIX BO3/IEHCTBUIN (HAIIPABICHHBIX HA «OTKA3 B OOCTYKUBAaHUI
JUTSL CEPBHUCOB, MOJIU(DUKAINIO KOHPUTYPAITMOHHBIX JaHHBIX MPOTPaAMMHO-
anmapaTHBIX CPEJICTB, T0A00p ayTeHTU(HUKAITMOHHON HH(OPMAITUH U T.I1.).

OyHKITMOHATBHBIE TPEOOBaHMS 0€30MTaCHOCTH OXBATHIBAIOT:

TpeOOBaHUS K OCYIIIECTBICHUIO ayIUuTa 0€30MacHOCTH;

TpeOoBaHMsI K 00ECIICUEHUIO MOJIMHHOCTH CyOBEeKTOB 0OMeHa MHGOpMAIIHEH;
TpeOoBaHMs K KpUNTOrpaduIecKon moIIePIKKE;

TpeOOBaHMS K 3aIuTe WHGOPMAITH, COACPIKAIICH CBEICHHUS O MePCOHATBHBIX
JTAHHBIX PAOOTHUKOB U BOCITUTAHHUKOB,

TpeOoBaHMS K MACHTU(DUKANY U ayTeHTUPUKanuu noiaszoBateneir AUC;
TpeOOBaHUs K YIIPABJICHUIO O€30MaCHOCTBIO;

TpeOOBaHUS K 3aIUTE CUCTEMbI OE30MMACHOCTH.

2. Ocnosnvie gpynkyuonanvusie eozmoxncnocmu AUC, ceazannsvie



c obecneuenuem 6ezonacnocmu (Zaugumoil uHgopmayuu)

2.1. 3amuTa JaHHBIX N0JIL30BATEIs

AVC nomkHa OCYHIECTBIATh (PYHKIMM ¢ TOJUTUKY HM30HpaTEIbLHOTO
(TUCKpPELIMOHHOT0)  YIpaBJICHHS  JOCTynmoM. M30upaTenbHOoe  ympaBieHHUE
JOCTYIIOM  JIOJDKHO  TIPEJOCTaBJSATh  BO3MOXHOCTh  OrpaHUYMBaAThL |
KOHTPOJIMPOBATh JIOCTYI K CHUCTEME M K MHGOPMAIlUU, COJAEpIKaIllel CBEICHHUS O
NIePCOHAIBHBIX JIAHHBIX.

Kaxnpiii [Tonb3oBaTens, nblTaromuiicss moayuuth noctyn k AUC, cHavana
JIOJDKEH TIPOXOIUTH MPOIIEAYPY UACHTU(DUKAIIMN U ayTCHTH(UKAIINH, & 3aTeM, TIPU
MOMBITKAX  TMOJIYYCHHUsS JOCTyna K aKTMBaM, — aBTOPHU3AILMIO, T.€. MPOBEPKY
paspemiennii Ilonb3oBarenss MO OTHONIEHWIO K KaKOMY-JIMOO 3alluIaeMOMy
AKTHUBY.

B AUC gpoctyn kx wuHpOpMalMH JOJKEH OBITh pa3pelieH  TOJIBKO
YIOJTHOMOYEHHBIM Ha 3T0 Ilonb3oBarensm. Mogens 3ammtel AWMC  pomkHa
BKJIIOYATh KOMIIOHEHTBI, KOTOPBIE PEATU3YIOT KOHTPOJb CYOBEKTOB JOCTYIIA,
JNECUCTBUM, MPEANPUHUMAEMbIX KOHKPETHOM CYIIHOCTBIO 110 OTHOIIECHHUIO K
00BEKTy JA0CTyIA.

Kaxnprii  o0bexkT jgoctyma, mnpencrasieHHbii B AWC, nomkeH ObITH
OJIHO3HAYHO aCCOIMUPOBAH C HAOOPOM aTpUOYTOB OE30MACHOCTH, OMPEACIISIOINX
0e3omacHOCTh 3amuiiaeMoro ooObekTa. JlaHHbli HabOp aTpuOYyTOB JOJIKEH
dbopMHpoOBaTBECA TMPU CO3JaHUU OOBEKTa U BIOCIEIACTBUU MOXKET MEHSThCS.
HN3meHenne wx 3HAQYCHHI HOHKHO OBITH oOecreueHo Toabko Iloib3oBarensiM,
MMCIOIIMM  CTaTyC BIIafeiblla OO0BEKTA, a Takke CyObeKTaM, KOTOPBIM
MIPEIOCTABICHBI COOTBETCTBYIONINE TTOJTHOMOYHSI.

[IpaBa nmocTtyna cyObEKTOB K OOBEKTY JIOJKHBI ONPENENSAThCA MOCPEACTBOM
CIIUCKA yIpaBieHus: 10cTynoM. CMCOK yNpaBlieHUs TOCTYIOM JIOJKEH BKIIIOYATh
MepeveHb MOIb30BaTENEH, KOTOPBIM Pa3pellieH JOCTYI K OOBEKTY, a TakKe Habop
JIOTTYCTUMBIX HaJl 00BEKTOM JIEHCTBUM.

2.2. Ayaur co0bITHii 0€3011aCHOCTH

AUNC npomxnHa obecrieunBaTh HaOOp CPENCTB ayauTa, MPEAHA3HAUECHHBIX IS
MOHHMTOPUHIa U OOHApyXEHHs] HEXKENaTeNbHbIX YCJIOBUH, KOTOpPbIE MOTYT
BO3HUKHYTb, @ TaKKe COOBITUH, KOTOpbIE MOTYT MPOU30OUTH B CHUCTEME.
MOHMTOPUHT OTHOCALIMXCS K OE30MaCHOCTH COOBITHM JOJDKEH MO3BOJIATH
oOHapyXMBaTh HapylIuTededl O€30MaCHOCTH, a TaKXE BBISABIATH IOIMBITKA
HECaHKIMOHUpoBaHHOTO Jjoctyna k AMC wim pgoctynma K 3aluuiaeMoit
uHpopmaiuu. B yacTHocTH, omnpeaenss MOMUTHKY ayAuTa, YIOJIHOMOYEHHbBIN
angmuuuctparop AUC nomkeH MMeTh BO3MOYKHOCTh OCYUIECTBISATh AYJIUT TOJBKO
HEOOXOUMBIX THUIIOB COOBITHM 0O€30MaCHOCTH, TAKUX KaK HEyJIayHbI€ MOMBITKH
nojakioueHus: noiws3oBarened kK AMC. 3amnuch pe3ynbTaToB ayauTa COOBITHNA
0€30MacHOCTH JOJDKHA OCYIIECTBIATHCS B IKYpPHAIbl PETUCTPALMU COOBITUH
ayauTa, TOCTYI K KOTOPOMY JOJDKEH OBITh pa3pelieH TOJIbKO YIMOJIHOMOYEHHOMY



anmunanctpatopy AMC. [IpocMoTp >KypHAJIOB pEerucTpanuu COOBITHH ayauTa
JOJDKEH BBITIONHSETCS ¢ Mcmoyb3oBaHueM cpencts AVC (crenuanim3npoBaHHBIX
WHCTPYMEHTAILHBIX ~ cpencTB). JlaHHBIE CpeaCcTBa JOJDKHBI — MPEIOCTABIISTH
BO3MOXKHOCTh MOHHTOPWHTAa ¥ PETUCTPAIlMA TOJBKO TEX COOBITUH aynuTa,
KOTOPBIE YAOBJCTBOPSIOT 3aJaHHBIM KPUTEPUSM, UYTO TMO3BOJUT OTPAHUYHTH
00BEM JTaHHBIX, COOMPAEMBIX O COOBITUSIX 0€30MaCHOCTH.

2.3. UnenTudpukanus u ayreHTuGuKanus

AUC pomxHa TpeboBaTh, UYTOOBI BCE CYOBEKTHI JOCTyIa YHUKAJIBHO
UACHTU(UIUPOBAINUCH U ayTeHTUPUIIMpPOoBaTIUCH npu foctyrne k AVC ¢ momonisio
BBOJIa uAeHTU(UKaTopa U napoiia. Unentudukanus v ayTeHTUPUKAIUS TOJKHBI
OCYIIECTBISITECSA JIO BBIMIOJIHEHHUS CYOBEKTOM JOCTyNa KaKUX-TUOO JEHCTBUU.
AUC nomxnHa momuepxuBaTh ayTteHTHuukanuio llomb3oBaTeneld BMecTe ¢ HUX
apropuzanued. IlpegycmarpuBaercsa, urto  aBropuzauus Ilosb3oBateneit
MPEACTABISICT HAYaJbHBIM YPOBEHBb I pa3pericHus] J0CTyna K JIOKAIbHBIM U
CETEBBIM pecypcam.

AWC pomkHa obOecnieyuBaTh XpaHEHUE Taposieil B MpeoOpa3oBaHHOM
dbopmate. AMC nomkHa NPEAOCTaBISATh CPEICTBA YCUJIEHUS O€30MacHOCTH
napojied 4epe3 HCHOJb30BAHME MEXaHM3MOB, TO3BOJISIIOLIUMX  OINPEACIIUTh
MUHHUMAJIBHYIO JUTHHY, BPeMs TCUCTBHUS (MUHUMAJIBHOE M MaKCUMAJILHOE), 33a/1aTh
TpeOOBaHNE YHUKAILHOCTHU (HETIOBTOPSIEMOCTH) U BPEMsI CMEHBI TIapOJIs.

AUC nomkHa TPEeNOCTaBIsATh MEXaHU3M OJIOKUPOBAHUS YUYETHON 3amucu
MI0JIB30BATEIISI TIOCJIEC ONPECICHHOTO KOJIMYECTBA MOMBITOK BBOJIa HETIPABUIILHOTO
UMEHU /WU TapoJisl MOJIb30BaTeNsl A0 €€ Pa30JIOKUPOBAHUS aIMUHUCTPATOPOM
AUC wmm mno uUCTEYEHWHW BPEMEHU JEHUCTBHS, 3aJaHHOTO I CUYETYHMKA
OJIOKUPOBKH.

2.4. 3ammra cucTeMbl 0€30IIACHOCTH

AWC nomkHa NPEaoCTaBisATh PsJl BOZMOXKHOCTEH JjIsi 0OECTICUCHUS 3allUThI
cucteMbl Oe3zonmacHOCTH. M3onsiuus TpoLeccoB M MOAJAEPNKAHUS  JIOMEHa
0e30macHOCTH  JIOJDKHBI  00ecreynuBaTh O€30MacCHOE BBINOJIHEHHE (QYHKIUN
cucteMbl Oe3omacHoctd AMC. B0O3MOXXHOCTH OCYHIECTBIEHUSI MEPUOIUYECKOTO
TecTUpoBaHus cpenbl  QyHkuuonupoBanus AWMC (anmapatrHold dYacTH) u
co0cTBeHHO camux (pyHKIHI cuctembl 6e3omacHoctu AVC momkHO oOecreuynBaTh
nojyepkaHue  yBepeHHoctu aamuHucTparopa AMC B 1ENOCTHOCTH U
KOPPEKTHOCTH (PYHKITMOHUPOBAHUS (PYHKITHI CHCTEMBbI 0€30MTaCHOCTH.

3. OcHogHble PYHKUUOHAIbHBIE 603MOHCHOCMU NOBGLIUEHUS HAOEHCHOCHU

AUC nmomxkHa obecnieunBaTh HAJECKHYIO 3aIIUTY JAHHBIX OT HEMPEIBUICHHBIX
cOOCB WM OTKA30B CHUCTEMBbI, oOecreuuBas CJCIYIOIMIME BO3MOXKHOCTH IO
MMOBBIIIICHUIO HAJIC)KHOCTH.

3.1. Pe3epBHOE KONMPOBAHME JAHHBIX
B AUC nomxHbl BXOAWTH CTaHAAPTHBIE CPEJCTBA MPEAOTBPAILEHUS MOTEPH
JAHHBIX M WX BOCCTAaHOBJICHHMS B CJIy4ae BO3MOXHBIX cOoeB. HMwmeromuecs
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CPEACTBA PE3EPBHOIO KONMUPOBAHUA JOJDKHBI HpenoctasiaTh [losb3oBarensM
BO3MOXXHOCTh  BBIOOpa pPAa3lUYHBIX CTPATETHl PE3EPBHOTO  KOMHWPOBAHMUA,
00€eCreynBaOIMX HEOOXOAUMBIM  ypOBEHb 3allUThl JAaHHBIX B  CIy4ae
BO3HUKHOBEHHUsI cOOEB B pabore cuctembl, npu »ToM [lomb3oBarensiM AomKHA
IIPENOCTABISATHCS BO3MOKHOCTD BBIIIOJIHEHUSI PE3EPBHOIO KONMPOBAHHUS JAHHBIX
Ha HECHEMHBIE U CBEMHBIE YCTPOUCTBA XPAHECHUS.

3.2. BoccTaHOBJIeHHE CHCTEMbI

OYHKIIMOHAIBHBIE  BO3MOXXHOCTH  BOCCTAHOBJICHHSI ~ CHUCTEMBI  JIOJDKHBI
mo3BoJiATh Bo3Bpamarh AVC B cocTosiHue, mpeamecTByromiee cooro. [Ipu stom B
AVWC He J0/DKHO MNPOUCXOAUTH TMOTepu (JU00 TOTEpH JOJDKHBI  OBITh
MUHHMAaJIbHbI) ¥ HICKKCHHS JaHHBIX.

3.3. CpeacrBa aIMHMHUCTPUPOBAHMS, YIIPABJICHUA U MOAACPKKH

B cocrta AWC pomkHbl OBITh HHTETPUPOBAHBI TpadUyECKHe CpencTBa
aAMUHUCTPUPOBAHUSA W/WIM YTWIATHl KOMAaHIHOM CTPOKH, OOECIEeYMBAIOIINE
3¢ (pexTuBHOE TMONMHOMACIITA0HOE U THOKOE YyHpaBleHHE (B TOM YHCIE
MOHUTOPUHT).

4. Cpeoa oe3onachnocmu AUC

4.1. Mopesu yrpos, xapakrepuabie qjasa AUC

4.1.1. OcyuiecTBieHHEe  HECAHKIMOHHUPOBAHHOIO  O3HAKOMJIEHUS  C
MEPCOHAJIbHBIMU JAHHBIMU PAOOTHUKOB M BOCIIUTAHHUKOB.

HNcTouHMKHM YIpo3bl — BHEIIHUH 3JI0YMBIIIJICHHUK.

Crnoco0 (MeTox) peasu3anuu yrpo3bl — repexnBaT UH(GOpMAIMU U3 KaHAJIOB
nepefauyd JaHHBIX C MCIOJb30BAaHUEM CHEIUATM3UPOBAHHBIX MPOrPAMMHO-
TEXHUYECKUX CPEICTB.

Hcnoab3yembie yA3BUMOCTH — BO3MOXKHBIE HEJJOCTATKM MEXAHU3MOB 3aILUTHI
uHbOpMallMK TpH €e Nepegade MO KaHajaM MepeJadyd JaHHBIX, CBA3aHHbBIE C
BO3MOXHOCTBIO ~ HECAaHKIIMOHHPOBAaHHOIO  O3HAKOMJIEHMSI C  IepeJaBaeMoi
uH(pOopMaIuen TpeThbUX JIHII.

Bua undgopmManyuu, NOTeHIHAJIBHO MOABEPKEHHON Yrpo3e — NEPCOHAIIBHBIC
JaHHbIE paOOTHUKOB U BOCIIMTAHHUKOB.

Hapymaemoe cBOiCTBO 6€301aCHOCTH — KOH(PUIECHIIUAIBHOCTD.

Bo3MokHbIe MOC/IeACTBUSA peaju3aliu YIrpo3bl — HAaHECEHUsS] MOPaIbHOrO
W/WIM  MartepuasbHOro yuepba nuily, (GUIypuUpyolleMy B I€peXBaueHHON
uH(popMaIuu. Hanecenue KOCBEHHOT'O MaTepuaibHOrO yuiep6a
00pa3oBaTENbHOMY YUPEKIECHUIO.

4.1.2.  OcyuiecTBI€HHE  HECAaHKIMOHHMPOBAHHOIO  O3HAKOMJIEHUS  C
MEPCOHANBHBIMHU TaHHBIMH PAOOTHUKOB M BOCIIMTAHHUKOB U MX Moaudukamus (B
TOM YHCJI€ TIOJIMEHA).



McTouyHuKH yrpo3bl — BHEIIHUI 3JI0YMBIIIIJICHHUK.

Cnoco0 (MeToa) peaau3anuu yrpo3bl — repexBar WHGOPMALIUU U3 KaHAJIOB
Nepeauyd JaHHBIX C MCIOJb30BaHUEM CHELUAIM3UPOBAHHBIX MPOrPaMMHO-
TEXHUYECKUX CPEICTB; MOAU(UKALMSA (B TOM YHCIE IMOJAMEHA) MEepEeXBAYCHHOU
uH(GOpPMaIlMU U HaBsI3bIBaHHUE JIOKHOW HH(OPMALIUH.

HUcnoab3yemble  ySA3BUMOCTH —  HEJOCTATKM  MEXAHU3MOB  3aILUTHI
uHpOpMallMK TIPH €€ Tepeaade Mo KaHajdaM MepeJadyd JaHHBIX, CBS3aHHbBIE C
BO3MO>KHOCThIO HECAaHKIIMOHUPOBAHHOTO O3HAKOMJIEHHS M MOAH(UKAIMH (B TOM
quclie IOJMEHBI) IiepeaBaeMoi HH(OpMaLuu.

Bua vadopManumn, NOTEHUMAJIBHO NOJABEPKEHHON YyIPo3e — IIEpCOHAIIbHBIE
JaHHbIE paOOTHUKOB U BOCIIMTAHHUKOB.

Hapymaemble  cBoiicTBa  0e30macHOCTM —  KOH(UICHIMAIBHOCTD,
LEIOCTHOCT.

Bo3MoxkHbIE MOCTEACTBUSA peaju3aliu YIrpo3bl — HAaHECEHHUS] MOPaIbHOIO
W/WIYM  MaTepUalIbHOTO yllepba muiy, (UrypupyronieMy B IepeXBaueHHOU
nH(popManuu H3-32 HECAHKUMOHUPOBAHHOI'O PACKPBITUS KOH(PUAECHIUATbHON
MH(}OpMaAMU UK PaCIpPOCTPaHEHUS! PACKPBITHIX JaHHBIX. HaHeceHne KOCBEHHOTO
MaTepuaibHOro yuiep0a JOMIKOJIbHOMY 00pa30BaTEIbHOMY YUPEKICHHUIO.

4.1.3. Hapymenue AOCTyIHOCTH, yTpaTa WJIA HCKAXCHHUE IPEIOCTABIISIEMBIX
NEPCOHANBHBIX JAaHHBIX PAOOTHUKOB W BOCIUTAHHUKOB BCJEACTBHE COOEB
(0TKa30B) MPOrPaAaMMHOI0 M aNMapaTHOro 00eCTICUCHUSI.

M cTouHUKH YTPo3bl — MPOrpaMMHOE U anmapaTHoe oOecreueHue.

Cnoco6 (Meroa) peajm3anmum yYrpo3bl — cOou (OTKa3bl) MPOrPAMMHOTO H
anmapaTHOro 0OECIICUeHHUS.

Hcnoan3yemble ySI3BUMOCTM — HEJIOCTAaTKHM MEXaHU3MOB OOecTeueHuUs
JOCTYITHOCTH  TpeOyemoil  HMH(poOpMaluu, CBS3aHHBIE C  BO3MOXHOCTBIO
OJIOKMPOBaAHUS MPEOCTABICHUS HH(DOPMALIMKU Ha HEAOIMYCTUMOE BPEMSI.

Bua undgopmannu, NoOTeHIIUAIBHO MOABEPKEHHON yrpo3e — NEPCOHAIIbHBIC
JlaHHbIE PAOOTHUKOB U BOCITUTAHHUKOB.

Hapymaemoe cBoiicTBO 0€30aCHOCTH — I0CTYTHOCTb, JOCTOBEPHOCTD.

Bo3Mo:kHBIE MOC/IEACTBUS peau3allid YIrpo3bl — HAPYIICHUE CO CTOPOHBI
00pa30BaTEIBLHOTO YUPEKICHHUS B3SITHIX Ha ce0sl 00s3aTeNbCTB 1O 00pabOTKe
MEPCOHANILHBIX JaHHBIX PA0OOTHUKOB M BOCIMTAHHUKOB M MOXET TMPUBECTH K
NpsIMOMY WM KOCBEHHOMY  MaTepHaJbHOMY  ymiepOy  JOIIKOJILHOMY
00pa30BaTeIbHOMY YUPEKICHHIO.

4.1.4. HapyuieHue COTJIaCOBAHHOCTH JAaHHBIX B IEPCOHAIBHBIX JAHHBIX
pPaOOTHUKOB W BOCTHTAHHUKOB BCJEICTBHE COOEB (OTKa30B) MPOTPAMMHOTO H
anmapaTHoro oOecrnedeHHs, a Takke OMIMOOK MepcoHana JIOMIKOJIBHOIO
00pa3oBaTENbHOTO YUPEKICHHUS .

HcTouyHuKH yrpo3sl — MPOrpaMMHOE U alllapaTHOE OOecrevyeHne, MepcoHal
JIOIIKOJILHOTO 00pPa30BaTEIbHOTO YUPEXKICHHUS .



Cnocod (Merox) peanu3aumu yrpo3dbl — cOou (OTKa3bl) MPOrPaAaMMHOIO
oOecrieueHUss W  OIIMOKM  TEpCOHala  JIOMIKOJBLHOTO  00pa30BaTeIbHOTO
YUpEXKIICHUSI.

Hcnonb3yemble yA3BUMOCTHM — HEJIOCTAaTKM MEXaHU3MOB oOOecreueHus
cornacoBaHHocTH AaHHbIX B BJ[ AWC, cBA3aHHBIE C BO3MOKHOCTBIO HapyILIEHUS
COTrJIAaCOBAaHHOCTH.

Bun nndgopmannu, NoTeHIMAJIBHO NMOABEP:KEHHON Yrpo3e — MepcoHaIbHbIC
JaHHBbIE PAOOTHUKOB U BOCITUTAHHUKOB.

Hapymaemble cBoiicTBa 0€30MaCHOCTH AKTHBOB — JIOCTOBEPHOCTD,
[[EJTOCTHOCTb.
Bo3MoskHbIe mNOC/HEICTBUSL peaqu3alMy Yrpo3bl — paccoriacoBaHUE B

NEPCOHANBHBIX JIAHHBIX PAa0OTHUKOB M BOCIHMTAHHUKOB, XpaHuMbix B BJ[ AUC,
YTO, B CBOIO OuY€pe/lb, MPUBEACT K BO3MOKHOMY HAHECEHHUS MOPAIBLHOIO W/WIU
MaTepuaibHOro yuiep0a JOMKOJIbHOMY 00pa30BaTEIbHOMY YUPEKICHHUIO.

4.1.5. OcymiecTBiaeHue A0cTyma (03HaKOMJICHUS) C MEPCOHATILHBIMU JaHHBIMU
BOCITUTaHHUKA, XpaHUMBIMU U 0OpabaTeiBaeMbiMUi B AVC, 6e3 cornacus cyObekTa
MEPCOHATBLHBIX JIAHHBIX (3aKOHHOTO TNIPEACTaBUTENSA) WM OKOHYAHUS CpOKa
JIIEUCTBUS TAKOT'O COTJIACHS.

HMcToYHUKH Yrpo3bl — YIOJHOMOUYCHHBIE HA JOCTYN K TEPCOHATBHBIM
JaHHBIM BHYTPCHHHUC 1 BHCIIHHUC I10JIb30BATCIIN.
Cnocod (Meroa) peanum3anuud Yrpo3bl — OCYIIECTBICHHE JIOCTyNMa K

NEPCOHAIbHBIM JAHHBIM BOCHHUTAHHUKOB C HCIOJb30BAaHUEM IITATHBIX CPEJCTB,
IpEeIOCTaBIIsIEMbIX IPOrpaMMHoO-amnapaTHbiM obecnieuenueM ANC.

Hcnonb3dyemble ysI3BUMOCTH —  HEJAOCTaTKM  MEXaHM3MOB  3alUThI
NEPCOHAJIBHBIX JTAHHBIX OOYYaroIIerocs, CBsI3aHHbIE C BO3MOKHOCTBIO JOCTyNa K
HUM 0e3 MHUCHMEHHOTO COTJIaCHsl CYyOBEKTa MEPCOHATBHBIX TaHHBIX WJIM TOCIHE
OKOHYAHUS CPOKa €T0 JICUCTBUA.

Bua undgopmannu, NOTeHIIUAIBHO MOABEPKEHHON yrpo3e — IEPCOHAIIbHBIC
JaHHBIE BOCIIUTAHHUKOB.

Hapymaemble cBolicTBa 0€30I1aCHOCTH — KOH(PUIECHIIUAIBHOCTD.

Bo3mo:xkHbIe MOCJIEeACTBUS Peajn3alud Yrpo3bl — HECAaHKIMOHHPOBAHHOE
O3HAKOMJICHHE C TEPCOHATbHBIMU [TaHHBIMH BEAECT K HAHECEHUI0 MOPAIBHOTO
W/WIM MaTepHalibHOrO yiiepba oOydyarouiemycs H3-3a HECAHKIHOHHUPOBAHHOTO
PacKpBITHS KOHGUAEHITMATHLHOU HH(pOpMAITUH.

4.1.6. Baempenne B HWHPOPMAIMOHHYIO CHCTEMY OOpa30BaTEIHLHOTO
YUPEKICHUSI BUPYCOB U APYTOro BPEAOHOCHOTO MPOTPAMMHOI0 00ECIICUEHUs MpU
B3aMMOJICHCTBUH C BHEIIIHUMHU CHCTEMaMH, a TAK)KE MOJIH30BATEIISIMU C HOCUTEIEH
MHPOPMAITUH, UCTIOJIb3YEeMbIX Ha aBTOMAaTU3HPOBAHHBIX paO0OYMX MECTaXx.

HcTouynuku yrpo3bl — BHYTPEHHHE TOJI30BATEIN U TIEPCOHAT JOIIKOIBHOTO
00pa30BaTENHLHOTO YUPEKICHHUS, BHEIITHHE CHCTEMBI.



Cnocod (meroa) peaju3anuM Yrpo3bl — BHEAPEHUE BHUPYCOB M APYroro
BPEJOHOCHOTO MPOTPAaMMHOIO OOECHEYEHHs] NPH B3aMMOJEHCTBUHM C BHELIHUMU
cuctemMamu ((aiioBblii OOMEH, JJIEKTpOHHAsT MOYTa M T.I.), a TaKXke Ipu
WCIIOJIb30BaHWN CHEMHBIX HOCUTENEH WHGOpMaIMy Ha aBTOMATH3UPOBAHHBIX
pabounx MecTax.

HUcnonb3yemble  yA3BUMOCTH —  HEJIOCTATKM  MEXAHU3MOB  3alUTHI
MH(GOPMALIMOHHONW CHCTEMbl 00pa30BaTEIbHOTO YUPEKICHHUS OT BHEIPECHUS
BUPYCOB M JIPYTOr0 BPEJOHOCHOTO IMPOTPAMMHOIO OOECIEUEHMs], CBS3aHHBIE C
BO3MOXHOCTBHIO BHEAPEHUS BUPYCOB U JIPYrOTO BPEIOHOCHOIO MPOrPaMMHOIO
oOecrieueHusl.

Bua uHpopmanuu, NOTEHHHAJIBHO MOABEPKEHHOU YIrpo3e — MPOrpaMMHOE
oOecnieueHre HMHQPOPMAIMOHHON CHUCTEMBI JOUIKOJIBHOTO 00pa30BaTEIbHOTO
YUPEKICHHUS.

Hapymaemoe cBoiicTBO 0€30IaCHOCTH AKTHBOB — I1EJIOCTHOCTb.

Bo3MokHbIE MOCHEICTBHA PpeaiM3allid Yrpo3bl — HApYIICHHE PEXHMOB
(GyHKIMOHUPOBaHUS MH(DOPMATMOHHOW CUCTEMBI 00Pa30BATEIBLHOTO YUPEKIACHUS,
notepst (yTpara) U MCKaKeHUE MH(OpMalUM, CHIXKCHUE YPOBHSI 3alUIIIEHHOCTH
MH(POPMAITMOHHOMN CUCTEMBI JOIIKOJIHLHOTO 00pa30BaTEIBLHOIO YUpexkaeHus. Beaet
K BO3MOXHOMY MaT€pHaIbHOMY yIIepOy AOLIKOJIBHOIO 00pa30BaTeIbHOIO
YUPEXKICHUS.

4.1.7. OcyuiecTBineHue HECAHKIIMOHUPOBAHHBIX UH(GOPMAITMOHHBIX
Bo3feHcTBU  (MoaMdUKaMs  KOHPUTYPAIMOHHBIX  JaHHBIX  MPOrPaMMHO-
anmapaTHbIX CPEACTB, MOAOOP ayTeHTHU(PUKAIMOHHONW HMHpOpMalnud M T.I.) Ha
UH(OPMAITMOHHYIO CHUCTEMY JIOIIKOJIBHOTO 00pa30BaTEeNbHOTO  YUPEKICHUS,
OCYIIECTBISIEMBIX U3 BHEITHUX CHCTEM.

M cTOYHUKH YIPo3bl — BHEITHUE 37IOYMBIIUICHHUKH, BHEIITHUEC CHCTEMBI.

Cnocod (merox) peanm3anuM  Yrpo3sl —  HECAaHKLIHOHHUPOBAaHHBIC
nH()OpPMAITMOHHBIC BO3JCHCTBUS C HCIOJB30BAaHUEM  CIICIIHAIU3HPOBAHHOTO
IPOTrPaMMHO-AIITAPATHOTO 00eCIICUSHUSI.

Hcnoab3yemble  ySA3BUMOCTH — HEJOCTaTKM  MEXaHHU3MOB  3aIllUTHI
UH(OPMAITMOHHOW CHCTEMBI JOIIKOJIBLHOTO 00pa30BaTEILHOTO YUPEKIACHHS OT
HECAHKIIMOHUPOBAHHBIX BHEUTHUX BO3IECUCTBUM.

Bua undgopmMaumu, NOTEHUHAJIBHO MOJABEPKEHHON YyIrpo3e — NpOorpaMMHO-
anmapaTHoe  oOecriedyeHue  MHPOPMAIMOHHOM  CHUCTEMBI  JIOIIKOJIBHOTO
00pa30BaTeNbHOTO YUPEKIACHUS.

Hapymaemblie cBoiicTBa 0€30MaCHOCTH AKTHMBOB — KOH(DHICHIIMAIBHOCTD,
I[EJIOCTHOCTb.

Bo3MoskHbIEe TOC/HEICTBUA Peajn3aluu Yrpo3bl — HAPYIICHHE PEXKHMOB
(GyHKUIMOHUPOBAHUS uH(}OpMaTMOHHON CUCTEMBI JIOIIKOJILHOTO
00pa3oBaTEeNbHOTO  YUYPEXKICHMs,  CHIDKEHME  YPOBHS  3al[UIIEHHOCTU
UH(OPMAIITMOHHON CUCTEMBI IOIIKOJIBHOTO 00pa3oBaTeIbHOTO yupexkaeHus. Bener
K BO3MOKHOMY MaTepuajibHOMY yIIepOy.



4.2. IToanTuka u ueau oesonmacuoctu 1jisg AUC

ANC JOJDKHA 00eCIeYnTh CJIICOOBAHUC IIPUBCACHHBIM HUMKC IIpaBUJIaM

0€30I1aCHOCTH:

1.

JlomxHa ObITh 0OOecTieueHa perucTpanus U yueT NoJiydeHus (BKIoYas yKa3aHue
CpOKa JACHCTBHUSA) COIJIacHs  3aKOHHOTO NPENCTABUTENS BOCIHUTAHHUKA Ha
00pa0OTKy MpEAOCTaBICHHBIX KM B  JOIIKOJIbHOE 0Opa3oBaTeIbHOE
YUPEXKICHUE IEPCOHANBHBIX JJAHHBIX.

JlomxkHa OBITH 0O€cTIeueHa BO3MOKHOCTh HAJIC)KHOTO XPaHEHUS MTEPCOHATBHBIX
JTAHHBIX PAa0OOTHUKOB W BOCITUTAHHUKOB (B TEUEHUE JICHCTBUS CPOKA TPYIOBOTO
JIOTOBOpa U paspelieHust (coryacusi) Ha 00pabOTKy MEPCOHAIBHBIX JTAHHBIX
COOTBETCTBEHHO).

HomxHa ObITh 0OecrieueHa BO3MOXKHOCTh Oe3omacHoro BocctaHoBienust AVC
nocJie cO0EB M 0TKa30B MPOrPAMMHOTO 00ECIICUEHHS K 000y A0BaHHUS.

I[OJDKH& OBITh o0OecreueHa 3aiuTa PIH(i)OpMaLII/II/I, COCTaBJIHIOIHGﬁ
IICPCOHAJIBHBIC JTAHHBIC pa6OTHI/IKOB N BOCIIMTAHHHUKOB, IIpH €C O6pa6OTK€,
XPaHCHHUH U IICPCAAUC CIICHUAIN3NPOBAHHBIMHA CPCACTBAMU 3aIlIUTHI.

JlomxHO OBITH 00€CTIEUEHO HAIWYUE HAIJISKAIIUX, 3allUIICHHBIX OT
HECAaHKIIMOHUPOBAHHOTO  MCIIOJB30BAaHMS, MEXAaHU3MOB PETUCTPALMU U
npenynpexaeaus anMuauctparopa AUC o mo0bIX COOBITUAX, OTHOCSIIMUXCS K
6e3onacHoctn AVC.

JomxHO OBITh OOECNEeYeHO HATWYUe HaJIekKaluux U KOPPEKTHO
(YHKIIMOHUPYIOIIINX CpEICTB aJIMAHUCTPUPOBAHHUS 0e3onacHoCTH
WH(POPMAIIMOHHONW CHCTEMBI JOUIKOJIBHOTO O00pa30BaTENBHOTO YUPEKIACHUS,
JOCTYMHBIX TOJBKO YIIOJTHOMOYEHHBIM aIMUHUCTPATOPaM.

JIOJ'DKHLI OBITh npcaoCTaBJICHLI MCXaHHN3MbI aYTeHTI/I(I)I/IKaLII/II/I,
O6eCHe‘-II/IBaIOIlII/Ie AICKBATHYIO 3aluTy OT IpAMOro HWJIW YMbIIJICHHOT'O
HapyIICHUs 0e30macHOCTH HapyHHUTCIEIMU C HU3KUM ITOTCHIIHAJIOM HaIllaJICHUA.

JlomxHBI  OBITH OOECIEYeHBl MEXaHU3MBI TEHEpalui, HaAJeKaero Hu
3aMIUIEHHOTO PpAaCIpENCNICHNs, YHHUYTOXECHHUS KII04YeBOM wuH(popManuu, a
TaK)K€ MEXaHU3MbI MHU(PPOBaHKS, U (HOPMUPOBAHHS AIEKTPOHHOU IU(PPOBOI
noanucH. JlaHHbIe MEeXaHU3MBI JOJDKHBI ()yHKIIMOHUPOBATh B COOTBETCTBUU C
cepTU(UIIMPOBAHHBIMH AJITOPUTMAMH.

4.3. IToauTuka u mejaun 0e3omacHocTH 1is cpeabl pynkuuonupoanus AUC
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Cpena ¢ynkunonupoBanuss AMC nmomkHa oOecrnedynTh — CleAOBaHUE

MIPUBEICHHBIM HIKE TpaBuiiaM 0e30MacHOCTH:

1.

JlomkHa ObITh 00ecrieueHa HHKEHEPHO-TEXHIUUECKast YKPEIIEHHOCTh 00BEKTOB
pa3MelIeHusl CUCTEMbl O0O0paOOTKM, XpaHEHUs M Iepenayd HHpopmammu,
coJiepKalleil CBeICeHHs O TEPCOHAIbHBIX JaHHBIX.

OOBEeKTHl pa3MEIIeHHsT CUCTEMBbl O00pabOTKHM, XpaHEHUS U TMepenadyu
uH(OpMaInH, COJEpKaIIe CBeIeHUs O IIEPCOHATBHBIX JAHHBIX, JOJHKHBI OBITh
000py/10BaHbl CUCTEMOM OXpaHHOW CUTHAIN3ALUU.

I[OJDKH& OBITH HCKJIIOYCHA BO3MOXHOCTB HCCAHKIMIMOHUPOBAHHOI'O
(1)PI3H“I€CKOI’ 0 JOCTyIla K IIpOorpaMMHO-aIllilapaTHbIM 3JICMCHTAM CHCTCMBbI
O6pa6OTKI/I, XPpaHCHUA W IICpCaadun HH(i)OpMaLII/II/I, conepmameﬁ CBCIACHUA O
IICPCOHAJIBHBIX TAHHBIX, CO CTOPOHBI IOCTOPOHHUX JIHII.

Ha oObekTax cuctemMbl 00paOOTKH, XpaHEHUS W Tepenadud HHGOpMaIHH,
COJIep Kallle CBEJICHUSI O MEPCOHANBHBIX JIAHHBIX, JOJKHO ObITH 00€CTIEYEHO
HaJU4he W HaJJIeKaIee HCIONb30BaHUE CPEJCTB AHTHBUPYCHOM 3alllUTHI,
cepTU(UIIMPOBAHHBIX TI0 TpeOoBaHUAM Oe3omacHOCTU. JIOKHO  OBITH
00ecrieyeHo peryisipHOe OOHOBJICHHUE aHTUBUPYCHBIX 0a3.

OObekThl cucteMbl 00paOOTKHM, XpaHEHHS U TMepeAadyd HHQPOPMALINH,
coJiepKallleil CBeJIeHUs O MEePCOHANBHBIX JAHHBIX, JOHKHO OBITh MOAKIIOYEHBI
K BHEILIHUM BBIYUCIUTEIBHBIM CETSAM OOLIETO MOJIb30BAHUS C MCIOJIb30BAaHUEM
Ha/JIeKAIUX CPEICTB MEKCETEBOIO AKPAaHUPOBAHUS, CEPTUPUIIMPOBAHHBIX I10
TpeOOBaHMSIM OE30MACHOCTH.

Ha oObekTtax cuctembl 00paOOTKH, XpaHEHUS W Tiepenadud WHGOpMAIHH,
coJiepKalie CBEJIEHUS O MEPCOHAIBHBIX JAHHBIX, JOHKHO OBITH 00ecreueHo
OTCYTCTBHUE HEIITATHBIX MPOTPAMMHBIX CPEICTB, HE UMEIOIIMX OTHOIIECHUE K
nporieccy GyHKIMOHUPOBAHUS JOMIKOJILHOTO 00Pa30BaTEILHOTO YUPEKICHUS.

JlomxHBl OBITH OOECIeYeHbl YCTAHOBKA, KOH(PUTIypHUpOBaHHWE M YHPABIICHUE
nporpaMmHo-anmnapaTHeiMu  cpeactBaMmu  AWC B COOTBETCTBUH  C
PYKOBOJICTBAMH U COTJIACHO OIIEHEHHBIM KOHPUTYpaIUsIM.

[lepconan, orBercTBeHHBI 3a anMmuHucTpupoBaHue AWMC, nomxeH ObITh
0JIarOHaIe’)KHBIM M KOMIIETEHTHBIM, U PYKOBOJCTBOBaTbCA B  CBOEHU
JESITEIIbHOCTH COOTBETCTBYIOIIEH JOKYMEHTAIIUCH.

VYnonnomouennsle Ha pabory ¢ AMWC omnepatopbl AOMKHBI  OBITh
OJlaroHaZIe)KHBIMH, PYKOBOJICTBOBAaThCS B CBOEH paboTe HKCILTyaTallMOHHOM
nokymentarmein Ha AMC, a WX COBMECTHBIE NEUCTBUS JOJKHBI OBITh
HAIpPaBIICHbl HCKIIOYUTEIBHO Ha BBIOJHEHUE CBOMX (YHKIHMOHAIbHBIX
003aHHOCTEM.
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